OPSEC Awareness Month Training 3: Continuing OPSEC best practices 
Welcome to the third and final training from OPSEC Awareness Month. We will now build on all the previously discussed information through practical examples of proper OPSEC use, as well as OPSEC failures, the repercussions, and corrective measures in place. We will additionally look outward into what information we present the adversary, even inadvertently, through our uses of social media, and what steps we can perform to ensure no CI is compromised.
OPSEC successes are easily overlooked, because operations simply go according to plan. Proper utilization of OPSEC removes risk and surprises.  
	(Lines starting with ** are to be asked as questions to help guide discussion in your command trainings prior to reading the provided answers in the following bullets) 
** How do we operate now in response to our past to mitigate further failures? 
· OPSEC planning to assess and address risks to conducting operations
· Cultural shift in DoD to safeguard information at all levels of classification (such as OPSEC Awareness Month)
** What social media platforms do you use? 
· Facebook, Snapchat, Instagram, LinkedIn, X(twitter), Discord, TikTok, RedNote, Telegram, etc. 

** What specific threats exist on these platforms? 
· Adversarial OSINT (Open-Source Intelligence) data aggregation, specific targeting of personnel due to online likes and behaviors 
· Foreign Social Media ownership concern include:
· Surveillance and Data Collection, Censorship and Manipulation, Compromise of Accounts and Devices, Tracking and Location Monitoring, Social Engineering and Influence Operations, Lack of Transparency and Accountability, and Data Sharing with Third Parties

** Can CUI be posted on these platforms? Why or why not? 
· NO, CUI is CONTROLLED information that’s been identified as critical and is listed on both your CIIL and the headers/footers of any CUI documentation

** What steps can you take to ensure your personal and professional information stays safe on social media?
· In no particular order, the following is a list of various social media hardening best practices:
Privacy Settings:
· Review and adjust: Regularly check and update your privacy settings on all social media platforms. Customize who can see your posts, photos, personal information, and friend lists.
· Limit visibility: Restrict posts to "friends only" whenever possible, avoiding public sharing of sensitive information.
· Control tagging: Review and approve tags before they appear on your profile to prevent unwanted associations or location reveals.
Strong Passwords and Two-Factor Authentication (2FA):
· Unique passwords: Use strong, unique passwords for each social media account. Avoid using easily guessable information like birthdays or pet names. Consider a password manager to help generate and store secure passwords.
· Enable 2FA: This adds an extra layer of security by requiring a second verification method, such as a code sent to your phone, in addition to your password.
Think Before You Post:
· Be mindful of content: Avoid sharing sensitive personal information like your full address, phone number, birth date, financial details, or travel plans. Be cautious about sharing information that could be used for identity theft or social engineering attacks.
· Location sharing: Be careful about using location-based services and tagging your location in posts. This can reveal your whereabouts to strangers and create safety risks.
· Think about the future: Consider how your posts might be perceived by potential employers, colleagues, or others in the future. Avoid posting anything you wouldn't want them to see.
Manage Connections:
· Be selective with friends: Only connect with people you know and trust. Avoid accepting friend requests from strangers.
· Review your connections: Periodically review your friend list and remove any suspicious or unwanted connections.
Beware of Phishing and Scams:
· Be suspicious of links and messages: Don't click on suspicious links or open messages from unknown senders. Be wary of messages that ask for personal information or login credentials.
· Verify requests: If you receive a friend request or message from someone you know but seems unusual, verify it through another channel (e.g., text message or phone call) before responding.
Monitor Your Accounts:
· Regularly check activity: Monitor your accounts for any unauthorized activity or suspicious posts.
· Set up alerts: Enable notifications for login attempts, password changes, and other account activity.
Stay Informed:
· Keep up-to-date: Stay informed about the latest security threats and best practices for social media safety.
· [bookmark: _GoBack]Report suspicious activity: Report any suspicious activity or security breaches to the social media platform immediately.
